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Error Catalog

Every error is deterministic, categorized, and actionable. No mystery 500s.

Error Response Format

All errors return a consistent JSON envelope. Clients can parse the field to
programmatically handle any error condition.
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"error": {
"code": "E1003",
"category": "CONTRACT",
"message": "Input validation failed: field 'email' does not match

pattern”,
"request id": "req abcl23",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"field": "email",
"constraint": "pattern",
"expected": "~[\\w.-1+@[\\w.-]+$",
"received": "not-an-email"

string Unique error code (e.g., {=K[eEY). Stable across versions.
string  Error category: CONTRACT, CAPABILITY, RUNTIME,

DEPLOYMENT, AUTH

string  Human-readable description of what went wrong

string Unique request identifier for correlation and support

string  1SO 8601 timestamp of when the error occurred

object  Error-specific context (varies by error code)
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CONTRACT Errors Eixx)

Contract errors occur when a controller's contract definition is invalid, or when request/
response data fails schema validation.
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Contract Validation Failures

Invalid contract schema

"error": {
"code": "E1001",
“category": "CONTRACT",
"message": "Invalid contract schema: 'capabilities' must be an array",
"request id": "req 7f2a9b",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"path": "$.capabilities",
"expected type": "array",
"received type": "string",
"schema version": "2.0"

1. Validate your contract against the schema: [UEIHEISEsERa=RNelo]skd of-You iy F-To]s|

2. Check the (IS =REERNY ficld to locate the exact issue in your contract

3. Refer to the Contracts documentation for the full specification
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Missing required field

name , version , input output

"error": {
"code": "E1002",
"category": "CONTRACT",
"message": "Missing required field: ‘'output' schema is required",
"request id": "req_3e8cld",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"missing field": "output",
"contract name": "ProcessOrder",
"required fields": ["name", "version", "input", "output"]

1. Check the (SN FIERPEANY (0 identify which field is absent

2. Add the missing field to your contract JSON

3. Run QUEI M eREIR -l ida-Tha KLl (0 confirm all required fields are present
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Input validation failed

"error": {

"code": "E1003",

"category": "CONTRACT",

"message": "Input validation failed: field 'email' does not match

pattern”,

"request id": "req_abcl23",

"timestamp": "2026-02-12T18:00:00Z",

"details": {
"field": "email",
"constraint": "pattern",
"expected": "~[\\w.-]+@[\\w.-1+$",
"received": "not-an-email"

1. Inspect JECIEPRRIIGOE o nd QESEIENd I de= il (0 understand what failed

2. Fix the request payload to conform to the input schema

3. Common issues: missing required fields, wrong types, pattern mismatches, values
outside min/max range




Output validation failed

"error": {
"code": "E1004",
"category": "CONTRACT",
"message": "Output validation failed:
string",
"request id": "req d91f4a",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"field": "total",
"constraint": "type",
"expected": "number",
"received": "string",
"controller": "ProcessOrder",
"controller version": "1.2.0"

'"total'

must be a number,
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got

1. This is a controller bug -- the controller code returns data that violates its own

contract

2. Review the controller's return value and ensure it matches the output schema

RN Al HWANIN magic test ProcessOrder --validate-output
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Contract version mismatch

"error": {

"code": "E1005",

"category": "CONTRACT",

"message": "Contract version mismatch: requested v1.0, deployed v2.0",

"request id": "req_82e6f0",

"timestamp": "2026-02-12T18:00:00Z",

"details": {
"controller": "ProcessOrder",
"requested version": "1.0.0",
"deployed version": "2.0.0",
"breaking changes": true

1. Update your client to target the deployed contract version

2. If you need the old version, check if it is available via versioned routing:
controllers/ProcessOrder

3. Review the Releases page for migration guides between versions

CAPABILITY Errors (2xx)

Capability errors are raised when a controller attempts to access a resource it has not
declared in its contract. Magic uses a default-deny model -- everything not explicitly
permitted is blocked.
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Capability Violations

E2001 Capability not declared

“error": {

"code": "E2001",

"category": "CAPABILITY",

"message": "Capability not declared: 'db:write' is not in controller

capabilities",

"request _id": "req_fl4a2c",

"timestamp": "2026-02-12T18:00:00Z",

"details": {
"capability": "db:write",
"controller": "ReadOnlyReport",
"declared capabilities": ["db:read"],
"action": "db.insert('orders', ...)"

1. Add the missing capability to your contract's [§eCISEISENSRSREN ooy
2. Include appropriate scoping (table allowlist, domain allowlist, etc.)

3. Re-deploy the controller with [guEIcEXeRReIIoRNe}Y




E2002 Resource limit exceeded

"error": {
"code":
“category":
“message":

10,000)",
"request id":
"timestamp":
"details": {

"resource": "db:read",
"limit type": "max_rows",
"Timit value": 10000,
"actual value": 15000,
"“controller": "BulkExport"

"E2002",
"CAPABILITY",
"Resource limit exceeded:

"req _c87d3e",
"2026-02-12T18:00:00Z",
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query returned 15,000 rows (max:

1. Add pagination to your query to stay within row limits

2. If higher limits are needed, update the capability scope in your contract

3. Contact your platform admin if limits are enforced at the organization leve




E2003 Network egress denied

"error": {
"code": "E2003",
"category": "CAPABILITY",
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"message": "Network egress denied: 'evil.example.com' not in allowlist",

"request id": "req_ade2bl",

"timestamp": "2026-02-12T18:00:00Z",

"details": {
"destination": "evil.example.com",
"allowed domains": ["api.stripe.com", "*.amazonaws
"controller": "PaymentProcessor"

1. If the domain is legitimate, add it to the [giiadEEIgEEMEINNITY |ist in your contract

2. Wildcard patterns are supported (e.g., (RS
3. If this was unexpected, investigate your controller for unintended network calls




E2004 Database table not in allowlist

"error": {
"code": "E2004",
"category": "CAPABILITY",

magic.threadsync.io

"message": "Database table not in allowlist: ‘'users private' is not

accessible",

"request id": "req 91bc4f",

"timestamp": "2026-02-12T18:00:00Z",

"details": {
“table": "users private",
"allowed tables": ["orders", "products", "order items"],
"operation": "SELECT",
"controller": "OrderLookup"

1. Add the table to your contract's [elJgElIRe1AEIN O HeldRTigRu-BRe-1oAR=IN - |[0w|ist

2. Consider principle of least privilege -- does this controller really need access to
this table?

3. Re-deploy after updating the contract
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E2005 Secret key not authorized

secrets:read

"error": {

"code": "E2005",

"category": "CAPABILITY",

"message": "Secret key not authorized: 'DATABASE URL' is not in allowed

secrets",

"request id": "req_e63a8b",

"timestamp": "2026-02-12T18:00:00Z",

"details": {
"secret key": "DATABASE URL",
"allowed keys": ["STRIPE SECRET KEY", "WEBHOOK SIGNING KEY"],
"controller": "PaymentProcessor"

1. Add the secret key to your contract's g S-SNgCEI NI ollowlist

2. Ensure the secret exists in the runtime's secret store

3. Review access: controllers should only access secrets they genuinely need

RUNTIME Errors (3xxx)

Runtime errors occur during controller execution when resource limits are hit or the sandbox
environment fails to initialize properly.

13/28



magic.threadsync.io

Execution Failures

Controller timeout exceeded

"error": {
"code": "E3001",
“category": "RUNTIME",
"message": "Controller timeout exceeded: execution killed after 30s",
"request id": "req 4b7c9a",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"controller": "DataAggregator",
"timeout seconds": 30,
"elapsed seconds": 30.002,
"signal": "SIGKILL"

1. Optimize controller logic -- reduce database queries, add caching, avoid
unnecessary computation

2. Increase the timeout in your contract's field (max 300s)
3. Consider breaking long-running work into smaller async steps
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Memory limit exceeded

"error": {
"code": "E3002",
“category": "RUNTIME",
"message": "Memory limit exceeded: process killed (OOM) at 256Mi",
"request id": "req_d3fle8",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"controller": "ImageProcessor",
"memory limit": "256Mi",
"peak usage": "256Mi",
"enforcement": "cgroup oom kill"

1. Profile your controller's memory usage locally

2. Reduce in-memory data (stream instead of buffering, use pagination)
3. Increase the memory limit in your contract's field (max 2Gi)
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CPU limit exceeded

"error": {
"code": "E3003",
“category": "RUNTIME",
"message": "CPU limit exceeded: throttled at 0.5 cores for 10s",
"request id": "req_7a2e9c",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"controller": "CryptoHasher",
“cpu limit": "@.5 cores",
"throttle duration ms": 10000,
"enforcement": "cgroup cpu max"

1. Optimize CPU-intensive operations (algorithmic improvements, avoiding busy
loops)

2. Increase the CPU limit in your contract's field (max 2.0 cores)
3. Offload heavy computation to external services via i IgES
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Sandbox initialization failed

"error": {
"code": "E3004",
“category": "RUNTIME",
"message": "Sandbox initialization failed: unable to create cgroup",
"request id": "req_b5c8d2",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"stage": "cgroup_ creation",
"reason": "cgroup hierarchy not available",
"host": "worker-03"

1. This is an infrastructure issue -- check that the host supports cgroups v2

2. Verify the runtime has sufficient permissions to create process namespaces
3. Retry the request; if persistent, check QuEICHSNEEIREN for system status
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Controller not found

"error": {
"code": "E3005",
“category": "RUNTIME",
"message": "Controller not found: 'SendInvoice' is not deployed”,
"request id": "req_1f9a7e",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"controller": "SendInvoice",

"available controllers": ["ProcessOrder", "LookupCustomer",
"GenerateReport"]

1. Verify the controller name is spelled correctly (names are case-sensitive)
2. Check deployed controllers with

3. If the controller was recently deployed, it may still be initializing -- wait a few
seconds and retry

DEPLOYMENT Errors (exx)

Deployment errors occur during controller lifecycle operations: deploy, hot-reload, rollback,
and registry management.
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Deploy & Lifecycle Failures

E4001 Deployment validation failed

"error": {
"code": "E4001",
"category": "DEPLOYMENT",
"message": "Deployment validation failed: controller entrypoint not
found",
"request _id": "req_8c4f2a",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"controller": "NewFeature",
"validation errors": [
"entrypoint 'handler.py' not found in package",
"dependency 'numpy' not in approved list"

1. Review all validation errors in SRSV ChsNe] M= gl o] ofS

2. Ensure the entrypoint file exists and matches the contract declaration

EMRUIN magic validate --pre-deploy ./controller/ HslsclVaelsitelg=Nel=To][e}¥lole
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E4002 Controller already exists

--force

"error": {
"code": "E4002",
"category": "DEPLOYMENT",
"message": "Controller already exists: 'ProcessOrder@2.0.0' is deployed",
"request id": "req_5d3b7c",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"controller": "ProcessOrder",
"version": "2.0.0",
"deployed at": "2026-02-10T14:30:00Z",
"deployed by": "admin@company.com"

. Increment the version number in your contract if this is a new release

. Use ELEGCET R AEERelge=l t0 replace the existing version (caution:

automatic rollback)

. Use QUEIENepe [T ) Nl AR s[o kAo E=lol) (O zcro-downtime updates to the same

version
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E4003 Hot-reload failed

"error": {
"code": "E4003",
"category": "DEPLOYMENT",
"message": "Hot-reload failed: health check did not pass within 15s",
"request id": "req_2e8f4d",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"controller": "ProcessOrder",
"previous version": "1.9.0",
"target version": "2.0.0",
"reason": "health check timeout",
"rollback status": "automatic rollback complete"

1. The previous version is still running -- no downtime occurred

2. Check your controller's initialization logic for errors or slow startup

BN CVIEITRI Al magic logs ProcessOrder --since 5m REeJ@elSIeIIIS
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E4004 Rollback target not found

"error": {
"code": "E4004",
"category": "DEPLOYMENT",
"message": "Rollback target not found: version '1.0.0' not in history",
"request id": "req_6alc3e",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"controller": "ProcessOrder",
"requested version": "1.0.0",

"available versions": ["2.0.06", "1.9.0", "1.8.0", "1.7.0", "1.6.0"],
"retention policy": 5

1. Check available rollback targets in [N SNENE ]I S RRTY R NelsfS
2. Use QuEIEX NSl AN geloIF 0ol (0 sce the full deployment timeline

3. If the version was purged, re-deploy from source
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E4005 Registry full

"error": {
"code": "E4005",
"category": "DEPLOYMENT",
"message"”: "Registry full: 100/100 controller slots used",
"request id": "req_9b5d1f",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
“current _count": 100,
"max_count": 100,
"plan": "standard",
"upgrade url": "https://magic.threadsync.io/enterprise.html"

1. Remove unused controllers with [guEldhXeaialo[=IolXe) ARSIk a g R N=Ta\F-1)[E!

2. Review deployed controllers with [UEIEISEaEEE-Tol o VIR IR\l Tel) (O find
stale entries

3. Upgrade to Enterprise for higher registry limits

AUTH Errors Esxxx)

Authentication and authorization errors occur when API credentials are invalid, expired, or
lack sufficient permissions for the requested operation.
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Authentication & Authorization

E5001 Invalid APl key

“error": {
"code": "E5001",
“category": "AUTH",
"message": "Invalid API key: the provided key is not recognized",
"request id": "req c2ade6",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"key prefix": "mk live 7f2a...",
"auth method": "api key",
"header": "X-API-Key"

1. Verify the API key is correct and has not been rotated
2. Ensure you are using the correct header: QSRR

3. Generate a new key from the admin dashboard if the current key was revoked
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E5002 Token expired

"error": {
"code": "E5002",
“category": "AUTH",
"message": "Token expired: JWT expired 15 minutes ago",
"request id": "req_a8d3fl",
"timestamp": "2026-02-12T18:00:00Z",
"details": {
"expired at": "2026-02-12T17:45:00Z2",
“token type": "bearer",
"issuer": "magic.threadsync.io"

1. Refresh the token using your refresh token endpoint
2. Implement automatic token refresh in your client before expiry

3. If using SSO, re-authenticate through your identity provider
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E5003 Insufficient permissions

"error": {

"code": "E5003",
“category": "AUTH",
"message": "Insufficient permissions: 'deploy' requires 'admin' role",
"request id": "req_f7b2c4",
"timestamp": "2026-02-12T18:00:00Z",
"details": {

"action": "deploy",

"required role": "admin",

"current role": "viewer",

"user": "dev@company.com"

1. Request the required role from your organization admin

2. Check your current permissions with
3. Use a service account with appropriate permissions for CI/CD pipelines
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E5004 Rate limit exceeded

Retry-After

"error": {

"code": "E5004",
“category": "AUTH",
"message": "Rate limit exceeded: 1000 requests/minute limit reached",
"request id": "req_3e9alb",
"timestamp": "2026-02-12T18:00:00Z",
"details": {

"limit": 1000,

"window": "1m",

"current": 1001,

"retry after seconds": 42,

"plan": "standard"

1. Respect the ERSIAEIANREEIl header and implement exponential backoff

2. Add client-side rate limiting to stay within your quota

3. Upgrade to Enterprise for higher rate limits



file:///enterprise.html

magic.threadsync.io

E5005 IP not allowlisted

"error": {
"code": "E5005",
“category": "AUTH",
"message": "IP not allowlisted:
"request id": "req_8d2f6a",
"timestamp": "2026-02-12T18:00:00Z",
"details": {

"source ip": "203.0.113.42",

"allowed ranges": ["10.0.0.0/8", "192.168.1.0/24", "198.51.100.0/24"],
"policy": "organization"

'203.0.113.42' is not in approved ranges",

1. Add the source IP or CIDR range to your organization's IP allowlist

2. If connecting from a VPN or proxy, ensure the egress IP is allowlisted

3. Contact your organization admin to update the IP policy
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